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ABSTRACT

The economic impacts of cyberattacks on firms, financial institutions, public authorities, and critical infra-
structure between 2009 and 2024 were systematically analysed using a sample of 31 publicly documented inci-
dents. The analysis quantified direct financial losses, indirect business disruptions, and broader socio-financial
consequences. The median direct losses per incident were approximately $0.4 million, while extreme cases
ranged from several hundred million to billions of dollars, in some cases equivalent to 2-2.5% of national GDP.
The results confirm that cyber incidents generate multi-layered economic effects, disproportionately affecting
highly interconnected sectors such as finance, healthcare, and critical infrastructure. Indirect and systemic
losses — including reputational damage, legal liabilities, and erosion of consumer confidence - often exceeded
the direct costs of remediation. The study highlights the importance of integrating cybersecurity into economic
policy, corporate governance, and risk management strategies to mitigate these macroeconomic and firm-level
vulnerabilities.
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1. Introduction

The global economy has increasingly been shaped by digital interdependence, with financial systems, supply
chains, public services, and critical infrastructure relying heavily on interconnected information and commu-
nication technologies (ICTs) (Dada, Mohammed, & Quadir, 2025; Meti¢, 2025; Garba & Akaan, 2025; Popovi¢
Mancevi¢, 2025; Dada, Mohammed, Mallam, & Ajayi, 2025; Jankovi¢, Cvetkovi¢, Gaci¢, Renner, & Jakovljevi¢,
2025; Vidovi¢ & Berisa, 2025). This transformation has taken place alongside growing geopolitical fragmen-
tation, armed conflict, regulatory uncertainty, and rapid technological innovation, resulting in a complex and
vulnerable economic environment (Lis & Mendel, 2019; Zadorozhnyi et al., 2021; Ryan & Soderberg, 2024;
Thakur, 2024). In such conditions, economic stability has increasingly depended less on traditional macroeco-
nomic indicators and more on the resilience of digital systems.
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In this context, cybersecurity has emerged as a key factor in economic and financial stability. The World
Economic Forum (2024) identified cyber risks as one of the most serious global threats, noting that the cyber-
security sector has been growing faster than the overall global economy. This development has reflected not
only technological advances but also the increasing frequency and sophistication of cyberattacks. As more than
60% of global financial transactions are conducted in a digital environment, cyber incidents have increasingly
led to direct economic losses, operational disruptions, and erosion of trust in digital and financial systems (Val-
ackiené & Odejayi, 2024). At the same time, the widespread application of artificial intelligence, cloud comput-
ing, and blockchain technologies has increased both economic efficiency and systemic vulnerability (Slavkovi¢
et al, 2023; Saeed et al., 2023; Weng & Wu, 2024) and the challenges of cybersecurity, which is precisely the
consumer society as a sociological category, with its consumerization, putting it in the focus of new research
(International Telecommunication Union, 2024). The expansion of user functions provided by digitalization
has encouraged the development of products and services in the virtual space, emphasizes Tarter (2017), which
has caused a dynamic change in the operating environment, where the information society has acquired a
dominant and growing dependence on information and communication technologies (ICT) referred to by the
authors (Bederna & Szadeczky, 2023), but also exposure to a growing range of negative impacts (Fotis, 2024)
directly on all those who work in the same business and private life, and indirectly on those who depend on
them in the physical world (Issayevaa et al, 2023).

Cybersecurity threats and incidents in cyberspace negatively affect the market value of business entities,
revenue, profit, reputation and brand, market capitalization, intangible assets, and financial policies of compa-
nies (Issayeva et al, 2023), where publicly disclosed cyber incidents are growing globally, with an annual growth
rate of 21% (Cobos, 2024). The research sought to bridge this gap by applying an integrated economic analysis
of cyber incidents. The main objective of the study was to examine the impact of the frequency and severity of
cyberattacks on economic stability through direct financial losses, indirect business disruptions, and broader
socio-financial effects. The initial hypothesis was that the increasing frequency and sophistication of cyberat-
tacks would proportionally increase business losses and contribute to macroeconomic instability in the public
and private sectors, and the research results confirmed this. Methodologically, the study employed a mixed an-
alytical approach, including descriptive statistical analysis, econometric techniques, and comparative case anal-
ysis. The analysis is based on a sample of 31 publicly documented cyber incidents from 2009 to 2024, spanning
different sectors and regions. Direct financial losses, indirect costs, firm-level performance indicators, as well as
selected macroeconomic and socio-financial variables were examined, with regression and trend analyses used
to assess the relationship between cyber incident characteristics and economic outcomes.

2. Financial factors and implications for cyber security

The digitalization of social activities has caused humanity to rely entirely on the reliability, security (Cvet-
kovic et al., 2025), and integrity that it provides, due to the efficiency of computer automation in performing
everyday tasks. Every social phenomenon is accompanied by different aspects and outcomes, and, viewed gen-
erally, these effects are positive and negative. The expansion of user functions provided by digitalization has
encouraged the development of products and services in the virtual space, but also exposure to a growing range
of negative impacts directly on all those who work in the same business and private life, and indirectly on those
who depend on it in the physical world (Tarter, 2017).

Several complex factors are leading to the escalation of the complexity of the cyber landscape, primarily ge-
opolitical tensions that contribute to a more insecure environment, then increased integration and dependence
on more complex supply chains lead to a more unclear and unpredictable risk landscape (Onunka et al, 2023;
Vidovi¢ et al, 2024), while the rapid adoption of new technologies and new technologies contribute to new
threats. Meanwhile, the increasing number of international regulatory requirements adds a compliance burden
for organizations. All of these challenges are exacerbated by a growing skills gap, which further complicates
effective cyber risk management (World Economic Forum, 2025).
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Table 1. Overview of key requirements for reporting cyber incidents and attacks in the US, EU, UK, Japan, Singapore,
and South Korea.Source: Authors based on data from Petit (2024).

The basics of Cyber Incident

State/Region Agency and Attack Reporting Type of report Time frame
Entities report and report all cov-
CIRCIA ered cyber incidents to the Agency |72 hours
(CISA)
Federal Initiative for the Shar- Any federal entlt}.’ th'at recetves a
CISA ine of Incident Reports report of a cyber incident must share | 24 hours
8 P that report with the CISA
CIRCIA - Ransomware pay- Reporting all ransom payments
made as a result of ransomware 24 hours
ments
USA attacks
Cyber Security Risk Manage- | Disclosure of Cyber Security and
SEC ment, Strategy, Management, |Information Incidents by Public 4 days
and Incident Detection Companies
. I Notification to all federally insured
NCUA Cybe%' Incident Notification credit unions of a cyber incident 72 hours
Requirements .
reported by affiliates
Federal Law on the Mod- Federal Agency Report on Incidents
US-CERT ernization of Information Where Confidentiality, Integrity, and | 1 hour
Security Availability Are Compromised
Report on cyl‘)et incidents ?ﬂectlng Without
EECC the confidentiality, authenticity, dela
integrity, and availability of assets Y
ENISA — - -
Preliminary notification of the
EU Cyber Resilience Act incident to the relevant national 24 hours
authority
Regulation on Network and 24 hours
EU Information Systems (NIS 2 |Initial Notice, Intermediate Report,
CSIRTs . | } 72 hours
European Commission Direc- | and Final Report 1 month
tive No. 2022/2555)
National Supervisor Report on Significant Incidents on
. Sup Y| DORA ICT Systems by Financial Institu- 24 hours
Authority :
tions
Natlonzlil Supervisory GDPR Report on the VlOlathI?E of jche Per- | hours
Authority sonal data of the organization
Cyber incident report and notifica-
NIS Directive 2018 tion to competent a..uthOI'l'FleS from 72 hours
operators of essential services and
NCSC digital service providers
UK Cyber Security and Resilience A comp rehe.n51.ve report on cyber .
Act attacks and incidents against state Indefinite
authorities
National Supervisory | UK General Data Protection | Notification of theft of personal data 72 hours
Authority Regulation (GDPR) as a result of a cyber attack
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Reporting on the violation and theft
APPI of personal data of all organizations |3-5 days
PPC and entities operating
Basic Law on Cyber Security | Cyber Attack Notification 3-5 days
Financial Services Agency
FSA (FSA) Guidelines for the Pro- |Report of all entities in the financial Right awa
Japan tection of Personal Data in the | sector on the theft of data and funds | & Y
Financial Sector
Mlnlstry of the Int.e— Law on Business in the Field Repf)rtlng of.mc1dents that l.ead | No further
rior and Communi- . the interruption of ICT services and
. of Telecommunications ado
cations affect the personal data of ICT users
Common Standards on Infor- o
. . Instant report of a cyber incident .
NISC mation Security Measures of Right away
iy and attack
State Entities
Critical Infrastructure Operator’s
CSA Cyber Security Law Reporting of Significant Incidents | 2 hours
and Attacks
Singapore - Notification of a significant cyberat-
Commission for . .
Personal Data Pro- The Personal Data Protection | tack that causes massive damage and 72 hours
. Act (PDPA) affects 500 or more individuals in
tection .
the service
Erl(ftzftrii;nicltn(flglrgjstfnnd the Three notifications depending on
South Korea | PIPC the damage caused to the data (lost, |1-5 days
Law on the Use and Protec- .
. 3 . stolen, discovered)
tion of Credit Information

Narrowing the focus to the business context, two concepts closely related to harm are “impact” and “risk.
Both concepts are pervasive in economic empirical research, literature, and practice, as Agriofotis et al. (2018)
point out, because they represent the activity of one or more individuals that can lead to positive or negative
outcomes through cause-and-effect relationships. This characterization of impact as a generic term is support-
ed by others in the security field across academia and government, as well as numerous agencies responsible for
digital security, such as the European Union Agency for Network and Information Security (ENISA), which de-
fines impact as the result of an unintended incident, and which is embedded in the understanding of the prin-
ciples established by the International Organization for Standardization and the International Electrotechnical
Commission (ISO/IEC). Some describe impact as the potential harm expected to result from unauthorized
actions or the loss of confidentiality, integrity, or availability, and it is these manifestations that have received
special attention in this research. The analysis is therefore focused primarily on harm, with the intention of em-
phasizing the impact of a cyberattack as undesirable, although impact is a non-specific term; in security, it often
implies a negative outcome. Many companies vastly underestimate the costs of security breaches (Cashell et al,
2004), for these reasons a reporting system has been established from leading global, international and national
organizations and agencies, shown in Table 1, which monitor, control and establish a proper cost measurement
system, which suggests to decision makers in business entities the level of investment expenditures on improv-
ing the cybersecurity of the business environment in cyberspace.

3. Accounting treatment of cyber attack costs

When analyzing the costs of cyberattacks, IBM Corporation (2024) identified patterns in business activities
that tend to reduce or increase them.
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Figure 1. Overview of the impact of factors on the average amount of increase and decrease in the costs of unauthorized
access to confidential data. Source: Authors based on data (IBM Corporation, 2024).

Figure 1 shows that employee training, the use of software solutions supported by artificial intelligence
technology and machine learning insights are key factors that have a mitigating effect on the average cost of
unauthorized access to confidential data, while the complexity of the security system, the lack of security skills,
and unauthorized access and illegal use of confidential data by related parties, affect the growth of costs.

The International Monetary Fund (2024) indicates that macro-financial stability is threatened by the impact
of cyber incidents and attacks, including the leakage of confidential data and the rapid materialization of risks
when key institutions in critical infrastructure are targeted (Vidovi¢ et al., 2024).

Figure 2. The trend of increasing costs of data breach incidents in cyberspace. Source: Authors based on data
(IBM Corporation, 2024).

4. Analysis of financial indicators of costs and damages

Econometric analysis suggests that digitalization and geopolitical tensions significantly increase the risk
of cyber incidents (International Monetary Fund, 2024). Based on an extensive review of data from previous
empirical research, the literature, news articles, and official databases of international institutions reporting
on cyber attacks, the analysis identified the damage caused by cyber attacks. In this segment of the research,
the focus was given to the analysis of cyber attacks and the leakage of confidential data, as well as the damage
caused by this type of attack, which has long-term socio-financial consequences, both for the organization, i.e.
the business entity whose digital assets and personal and business data information were compromised, and
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for third parties outside the employees and the organization itself, such as clients, contractors, suppliers and all
dependent parties and actors in the economic chain.

Figure 3 shows a classification of the damage caused and the consequences of the above types of cyberattacks,
covering economic aspects, physical and digital threats, and social, reputational, and psychological impacts.
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Figure 3. Classification of damages caused by cyber attacks on a business entity. Source:
Authors based on data (Agrafiotis et al, 2018).

Some authors (Agrafiotis et al., 2018) define cyber damage as damage that occurs as a direct result of an
attack carried out in whole or in part through digital infrastructure and the information, devices, and software
applications that comprise it. The research problem was therefore approached in a multidisciplinary manner by
creating an econometric model to understand the economic segment of cybersecurity, taking into account the
genesis of information about cyber incidents and attacks, their impact, and their relationship to the dynamics
of development of other entities in cyberspace.

The extent of the asymmetry between costs, revenues, and their actual values , and the categories of financial
damage assessment (direct and indirect), the consequences from an economic and social perspective, with the
vector methodology and the type of cyber incident or attack in relevant case studies in the time interval from
2009 to 2024, were taken into account.

What stands out as important in the monetization of damage and consequences is that a cyber incident on
a legal entity (company, enterprise, banking system, etc.) has significant impacts on supply chains, suppliers,
and directly on the object of the attack itself in the form of fluctuations in market value on the stock market
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when software vulnerabilities are discovered. When customer data is leaked, there is a noticeable short-term
effect on share prices on financial markets. However, there are also cases of cyber incidents in which there is no
direct financial damage to either companies or customers, such as a Do§ attack on data that is not confidential.
However, they do have effects on the growth of the investment segment of expenditure for the technical and
technological development of the entity’s cybersecurity tools. Ultimately, only in cases where a cybersecurity
breach or incident in cyberspace affects the confidentiality, availability, or integrity of data does it have a finan-
cial impact on the company. The qualification of damages and consequences from cyber incidents and attacks
involves a specific mapping of key types and subtypes of damage (Chin, 2024). As suggested by Agrafiotis et al.
(2018), an important feature of damages and consequences in cyberspace is the domino and cascading effect of
their spread, and it is important to clearly identify the sequences of spread for different types of damage caused
during cyber attacks and incidents. By applying the damage classification, case studies of cyber attacks in this
segment of the research were processed, as shown in Figures 4, 5, 6, and 7, which reveal the distribution of
impacts and the spread of damage.
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Figure 4. Distribution and spread of damage following the 2011 cyberattack on the Sony PlayStation Network. Source:
Authors based on data (Sherr & Wingfield, 2011; Agrafiotis et al, 2018; Jorgensen, 2018; Quander & Janeja, 2021).

Figures 4 and 5 illustrate the changing structure of economic damage from cyber incidents within the same
corporation. The 2011 attack on Sony PlayStation Network caused a gradual spread of losses from operational
disruption to market and institutional levels, with indirect losses, such as reputational erosion and legal expo-
sure, exceeding direct remediation costs estimated at US$171 million. In contrast, the 2014 incident at Sony
Pictures Entertainment had a more direct and destructive economic impact, with quantifiable revenue losses
of at least US$30 million and write-offs of film projects totaling US$82-US$95 million. While the first case pri-
marily disrupted the digital platform’s customer relationship and market position, the second directly affected
internal business processes and organizational stability. These findings indicate that cyber risks in digitally in-
tensive sectors are transforming from reputational and market threats to strategic threats that directly threaten
revenues and operational continuity.
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Figure 5. Distribution of impact and spread of damage following the cyberattack on Sony Pictures Entertainment in

2014. Source: auteurs, sur la base de données (Dhillon, 2015; Ismail, 2017; Agrafiotis et al., 2018; Lis & Mendel;
Steinber et al., 2021; Muniandy et al., 2024).

Figure 6. Impact distribution and damage spread following the 2014 cyberattack on J.P. Morgan Chase.
Source: Authors based on data (Dhillon, 2015; Agrafiotis et al, 2018)

On the other hand, Figures 6 and 7 show that serious cyber incidents may have minimal or no direct fi-
nancial losses, but produce enormous systemic, regulatory, and societal effects. JP Morgan Chase incurred
increased security costs (~$500 million) and a significant drop in consumer confidence, prompting measures
across the financial industry. The Ashley Madison attack demonstrated that a breach of user privacy can cause
collateral damage, including public scandals, lawsuits, threats, and even suicides. However, direct financial
losses were not the primary outcome.
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Figure 7. Distribution of impact and spread of damage after the cyberattack on Ashley Madison in 2014.
Source: Authors based on data (Agrafiotis et al, 2018).
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Combined, these examples highlight that the effects of cyberattacks are multi-sectoral and multi-level,
with indirect and systemic losses often exceeding direct financial costs. The financial sector and critical infra-
structure experience higher-than-average indirect losses, while privacy-focused platforms suffer profound
reputational and societal shocks, supporting broader findings from the study on the cumulative economic
and socio-financial consequences of cyber incidents. Attacks involving the theft of personal financial infor-
mation are associated with adverse stock market reactions, reduced sales growth for large firms and retailers,
increased leverage, deterioration of financial health, and reduced investment in the short term (Kamiya et al,
2018) and result in long-term socioeconomic consequences (Seng et al, 2024), and the resulting costs are related
to the confidentiality of compromised data, the criticality of services at risk of disruption, and the financial as-
sets of the target of the attack (Cobos, 2024). Cybersecurity threats significantly impact organizations’ financial
stability. The costs arising from cyber incidents are diverse.

mmmmmms Direct financial damage (million §)  sessseses 2 per. Mov. Avg. (Direct finand al damage (million $))

Company "Ticketmaster" (2024) . 0.50
Company "Change Healthcare Inc." (2024) i-—;\l.ﬂll _________
University and research institute "Technion" (2023) el | | | | T ieeeeean 4
Data transfer software "MOVEIt" (2023) "—-. 10.000.00
Costarica (2022) n— 166000
Company "Uber" (2022} — 2,520.00
Company "Colonial Pipeline” (2021) -."4.’;”.]-
Company "KaseyaInc." (2021) § 70.00
Company "Ubiquiti Networks" (2021} ; 39.00
Company "Garmin" (2020) é 10.00
Company "Enel Group" (2020) é 14.00
Company "SolarWinds Corp." (2019-2020) 28S0...
Company "Capital One’ (2019) 180,00 T, H
Company "Huawei Technologies Co., Ltd." (2019) ‘— 10,000.00
Company "Marriott International Inc. - Hotels & Resorts” (2018) I :8.00° IS
Company "British Airways" (2018) ||26.00  ***- .
Ransomware attack "WannaCry" (2017) —.._. 4,000.00
Company "Equifax Inc” (2017) mmmm |600.00 e -
Mali clous program code "NotPetyz" (2017) “_.—- 10,000.00
Central Bank of Bangladesh (2016) RigLion™ "
Banking network and software "SWIFT" (2015-2016) I 103.60
Ukraine's energy network (2015) E 0.00
Company "Google" (2013-2015) i 23.00
Company "Sony Pictures Entertainment” (2014) i 35.00
Company "JP Morgan Chase" (2014) 0.00
Company "Facebook" (2013-2015) I.-. 20.00
Company "Target" (2013} - 236.00
Company "Saudi Aramco” (2012} Ig 50.00
Company "Sony" - PlayStation Network (2011) ! 171.00
"Stux Net" (2010} 20.00
Company "Heartland Payment Systems” (2008/09) B 140.00
DAMAGE (MIL. §)

Figure 8. Direct financial damage caused by cyber attacks and incidents in the analyzed sample
of case studies in the interval 2009-2024. business year. Source: Author’s calculation

Based on the analyzed data, the average direct damage per cyber incident was approximately $0.4 million,
with three-quarters of incidents resulting in losses below $2.8 million (International Monetary Fund, 2024).
However, the distribution is highly skewed, as some incidents cause losses in the hundreds of millions of dollars
or, in some cases, accumulate financial damage of several million, which can threaten the liquidity and solven-
cy of business entities. Direct costs include engaging security experts, legal advisors, and researchers in the
recovery and treatment process. Indirect losses arise from work interruptions, shifts in business flow, reduced
productivity, missed opportunities, and ransom payments in the event of ransomware attacks, as well as possi-
ble regulatory penalties for non-compliance with data protection laws. A systematic analysis of 31 cyber inci-
dents from 2009 to 2024, covering various sectors — from government agencies and multinational companies
to financial institutions, direct measures, and critical infrastructure. Economic and statistical methods create
cumulative economic and socio-financial effects that spread from the immediate targets of the incident to the
broader economic and social environment.
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5. Future challenges in the economic domain of cybersecurity

Individuals, companies, and entire nations aim to harness the power of technology to drive economic growth
and improve public services and quality of life, but in doing so, they face increased risks from cyber threats. In
this context, as Cobos (2024) points out, cybersecurity is essential for socio-economic progress.

Cybersecurity is key to the inclusive and sustainable growth of nations. Estimates (Cobos, 2024) suggest that
a developing country that reduces its cyber incidents from the top to the bottom quartile of the distribution
could see a 1.5% increase in GDP per capita. Therefore, it is important to develop effective measures to prevent
and eliminate cyber risks by anticipating the economic consequences of cybersecurity breaches (Zadorozhnyi
et al, 2021). It is important to diversify the economic causal flows that arise from established regularities, and
are reflected in the established trend of exponential growth in costs for finding an appropriate solution for the
protection of cyber-information and computer infrastructure, where global IT companies are entering, which
also contribute to building a relevant market for cyber-protection products, followed by growth in the insur-
ance sector against cyber incidents and attacks, which directly confirms the need for capital investments in this
segment (Kuzior et al, 2022). By addressing identified vulnerabilities and implementing recommended strate-
gies, stakeholders can better protect global trade systems from the evolving cyber threat landscape, ensuring a
safer and more resilient economic future (ThankGod, 2024). What the research has found, and which is further
discussed in the conclusions of the World Economic Forum (2024), is that there is a growing cyber inequality
between organizations, legal entities, and individuals that are resilient to cyber threats and those that are not.

Good economic practices have been established and proactive measures are being taken for the sustainable
construction and development of cybersecurity (Fotis, 2024), to which this research also refers, and which
include investment activities in new and advanced security technologies, proactive risk management with the
implementation of regular security audits and assessments to identify vulnerabilities in systems and networks
(Lee, 2021), both of business entities in the private and public sectors (Thakur, 2024). They are based on prior-
itizing employee training and educational programs (George et al, 2024), systematic and collegial cooperation
and collaboration, mutual sharing of information on cybersecurity of state authorities and other economic ac-
tors (Sunny, 2024) given that it is a shared responsibility (International Chamber of Commerce, 2024), as well as
compliance with strong regulatory standards (Dremliuga et al, 2021) that are harmonized (Putnik et al, 2022),
development of incident response plans, investment activities in cybersecurity and continuous implementation
of solutions for monitoring and detecting anomalous activities before they develop into a cyber incident or at-
tack (Jimmy, 2024), and it is precisely this proactivity and adaptability to new challenges that ensures continued
integrity and financial stability at the national, and consequently; global level. Level.

Cyberattacks also present an opportunity to reassess their defense mechanisms and resource mobilization
capabilities (Jeimy & Cano, 2023) amid the instability they present. Although proactive security measures can
be expensive, such costs are negligible compared to the financial consequences of cyberattacks (World Eco-
nomic Forum, 2025). Taking into account economic parameters, the effective establishment of cybersecurity
strategies can minimize the exposure of systems and computer networks to risk (Fielder et al., 2018), only with
the right investment actions to achieve a higher level of security.

6. Conclusion

Rapid technological growth, while benefiting many in terms of access, innovation, and even collaboration,
also creates systemic inequalities in the global cybersecurity economy and challenges the pronounced dispar-
ity between the cyber resilience capabilities of the organizations that make up its markets (World Economic
Forum, 2024). The study confirmed the hypothesis that cyberattacks have a significant, measurable macroeco-
nomic impact, threatening national economic stability. Empirical data showed that direct and indirect losses
can exceed initial damage estimates, and the sectors most technically, financially, and operationally intercon-
nected are most affected: finance, healthcare, small and medium-sized enterprises, and platforms that process
large volumes of sensitive user data. The cumulative effects manifest themselves through long-term socio-fi-
nancial consequences, including loss of trust, reputational damage, and regulatory oversight.

Based on these findings, the study highlights the need to integrate cyber risks into economic policy, budget
planning for prevention and response, and the development of strategic frameworks for risk management at
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the sectoral and national economic levels. A secure and resilient digital space is a competitive advantage and a
prerequisite for sustainable economic development in the digital era.

Limitations of the study include reliance on secondary public data sources and uneven availability of cy-
ber incident reports globally, which may affect the accuracy of the estimates. Future research should focus on
modeling economic costs by sector, conducting regional comparisons, and developing dynamic models that
integrate the direct, indirect, and socio-financial impacts of cyberattacks.
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